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ABSTRACTAbstract should be in ONE paragraph only

This study provides a detailed analysis of the performance and security implications of DNS over TLS (DoT) and DNS over HTTPS (DoH) in comparison to traditional unencrypted DNS, highlighting the significance of encryption in modern internet usage. With the growing emphasis on internet privacy and security, understanding the functionality and efficiency of these protocols becomes increasingly important. The research focuses on empirically measuring DNS query response times and page load times for DoT, DoH, and unencrypted DNS by simulating various scenarios to assess the added latency due to encryption. This approach offers a comprehensive evaluation of how encryption impacts the overall performance and user experience. Additionally, the study includes a theoretical analysis of the security features of DoT and DoH, examining encryption methods, authentication processes, and potential vulnerabilities to understand how these protocols either enhance or compromise internet security. Through a combination of network simulations and practical testing, the research aims to replicate real-world internet conditions, providing a basis for comparing the operational effectiveness of each protocol. The findings are expected to contribute valuable insights into the performance and security aspects of DoT and DoH, enriching the academic discourse and offering practical recommendations for their implementation. By shedding light on the implications of adopting encrypted DNS protocols, this study assists technical experts, researchers, and users in making informed decisions about internet usage. Furthermore, it lays the groundwork for future research in the dynamic fields of internet technologies and cybersecurity, emphasizing the importance of ongoing exploration in these areas.  

[bookmark: _Toc236217807]ABSTRAK
Kajian ini menyediakan analisis terperinci tentang implikasi prestasi dan keselamatan DNS melalui TLS (DoT) dan DNS melalui HTTPS (DoH) berbanding dengan DNS tradisional yang tidak dienkripsi, menonjolkan kepentingan enkripsi dalam penggunaan internet moden. Dengan penekanan yang semakin meningkat pada privasi dan keselamatan internet, memahami fungsi dan kecekapan protokol-protokol ini menjadi semakin penting. Penyelidikan ini memberi tumpuan kepada pengukuran empirikal masa respons pertanyaan DNS dan masa muat halaman untuk DoT, DoH, dan DNS yang tidak dienkripsi dengan mensimulasikan pelbagai senario untuk menilai latensi tambahan akibat enkripsi. Pendekatan ini menawarkan penilaian komprehensif tentang bagaimana enkripsi memberi kesan kepada prestasi keseluruhan dan pengalaman pengguna. Selain itu, kajian ini termasuk analisis teoretikal tentang ciri-ciri keselamatan DoT dan DoH, mengkaji kaedah enkripsi, proses pengesahan, dan potensi kerentanan untuk memahami bagaimana protokol-protokol ini sama ada meningkatkan atau mengkompromikan keselamatan internet. Melalui gabungan simulasi rangkaian dan ujian praktikal, penyelidikan ini bertujuan untuk meniru keadaan internet dunia nyata, menyediakan asas untuk membandingkan kecekapan operasional setiap protokol. Penemuan dijangka menyumbang wawasan berharga ke dalam aspek prestasi dan keselamatan DoT dan DoH, memperkaya wacana akademik dan menawarkan cadangan praktikal untuk pelaksanaannya. Dengan menerangkan implikasi mengadopsi protokol DNS yang dienkripsi, kajian ini membantu pakar teknikal, penyelidik, dan pengguna membuat keputusan yang tepat tentang penggunaan internet. Selanjutnya, ia meletakkan asas untuk penyelidikan masa depan dalam bidang teknologi internet dan keselamatan siber yang dinamik, menekankan kepentingan eksplorasi berterusan dalam bidang-bidang ini.
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INTRODUCTION
[bookmark: _Toc236217815]Overview
Video provides a powerful way to help you prove your point. When you click Online Video, you can paste in the embed code for the video you want to add. You can also type a keyword to search online for the video that best fits your document. To make your document look professionally produced, Word provides header, footer, cover page, and text box designs that complement each other. For example, you can add a matching cover page, header, and sidebar. “For the first paragraph, use ‘Para 2 lines’ style”
Video provides a powerful way to help you prove your point. When you click Online Video, you can paste in the embed code for the video you want to add. You can also type a keyword to search online for the video that best fits your document. To make your document look professionally produced, Word provides header, footer, cover page, and text box designs that complement each other. For example, you can add a matching cover page, header, and sidebar. Click Insert and then choose the elements you want from the different galleries. Themes and styles also help keep your document coordinated. When you click Design and choose a new Theme, the pictures, charts, and SmartArt graphics change to match your new theme. “For the last paragraph/single paragraph in the section, use ‘Para 4 lines’ style”
[bookmark: _Toc2850698][bookmark: _Toc236217816]Research Background
Video provides a powerful way to help you prove your point. When you click Online Video, you can paste in the embed code for the video you want to add. You can also type a keyword to search online for the video that best fits your document. To make your document look professionally produced, Word provides header, footer, cover page, and text box designs that complement each other. For example, you can add a matching cover page, header, and sidebar. Click Insert and then choose the elements you want from the different galleries.
Themes and styles also help keep your document coordinated. When you click Design and choose a new Theme, the pictures, charts, and SmartArt graphics change to match your new theme. When you apply styles, your headings change to match the new theme. Save time in Word with new buttons that show up where you need them. To change the way a picture fits in your document, click it and a button for layout options appears next to it. When you work on a table, click where you want to add a row or a column, and then click the plus sign.Project Aim, normally in one statement

[bookmark: _Toc2850699][bookmark: _Toc236217817]Research Aim
Project aim shows what you plan to achieve in one sentence.
[bookmark: _Toc236217818][bookmark: _Toc2850700]Research Questions
The research questions of this research are:
How to…. RQ1
How to…. RQ2
How to…. RQ3

[bookmark: _Toc236217819]Research Objectives
The objectives of the project are:
To…. Obj 1
To …. Obj 2
To …. Obj 3


[bookmark: _Toc2850701][bookmark: _Toc236217820]Research Scope
The scopes of the project are:
1. Scope 1
1. Scope 2
1. Scope 2

1.1 [bookmark: _Toc2850702]Research Contribution
Themes and styles also help keep your document coordinated. When you click Design and choose a new Theme, the pictures, charts, and SmartArt graphics change to match your new theme. When you apply styles, your headings change to match the new theme. Save time in Word with new buttons that show up where you need them. To change the way a picture fits in your document, click it and a button for layout options appears next to it. When you work on a table, click where you want to add a row or a column, and then click the plus sign.
[bookmark: _Toc2850703][bookmark: _Toc236217821]Report Organization
The following are the organization structure of this research study: 
Chapter 1 discusses the existing issues, proposes objectives, and outlines the scope of the study. This study is described in detail and documented in five chapters.
Chapter 2 reviews all the relevant research work and includes studies of gaps that led to the research, processes, and techniques used to create the model and the discussion regarding the previous work.
In Chapter 3, the overall discussion of the research methodology, including technique, method, and approach applied, is written in detail to view the research's flow through an operational framework.
Chapter 4 presents the initial findings of …..
Chapter 5 summarize with….
.
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LITERATURE REVIEW
[bookmark: _Toc2850705][bookmark: _Toc236217823]Introduction 
Video provides a powerful way to help you prove your point. When you click Online Video, you can paste in the embed code for the video you want to add. You can also type a keyword to search online for the video that best fits your document. To make your document look professionally produced, Word provides header, footer, cover page, and text box designs that complement each other. For example, you can add a matching cover page, header, and sidebar.
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[bookmark: _Toc2850749][bookmark: _Toc236217577]Figure 2.1	Continuous variability reduction using SPC chart (Revelle and Harrington, 1992)
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Video provides a powerful way to help you prove your point. When you click Online Video, you can paste in the embed code for the video you want to add. You can also type a keyword to search online for the video that best fits your document. To make your document look professionally produced, Word provides header, footer, cover page, and text box designs that complement each other. For example, you can add a matching cover page, header, and sidebar.
[bookmark: _Toc2850745][bookmark: _Toc236217572]Table 2.2	Regression analysis for the results of preliminary feature screening (Source, Year)
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[bookmark: _Toc2850746][bookmark: _Toc236217573]Table 2.3	Estimated effects and regression coefficients for the recogniser's performance (Cisco, 2023)
	Title
	Title
	Title
	Title

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Video provides a powerful way to help you prove your point. When you click Online Video, you can paste in the embed code for the video you want to add. You can also type a keyword to search online for the video that best fits your document. To make your document look professionally produced, Word provides header, footer, cover page, and text box designs that complement each other. For example, you can add a matching cover page, header, and sidebar.
[bookmark: _Toc236217824]Problem Formulation
Study of domain from general to specific, related studies, a description of the identified problem.
[bookmark: _Toc236217825]Research Domain
Video provides a powerful way to help you prove your point. When you click Online Video, you can paste in the embed code for the video you want to add. You can also type a keyword to search online for the video that best fits your document. To make your document look professionally produced, Word provides header, footer, cover page, and text box designs that complement each other. For example, you can add a matching cover page, header, and sidebar.
[bookmark: _Toc236217826]Research Sub-Domain 1
Video provides a powerful way to help you prove your point. When you click Online Video, you can paste in the embed code for the video you want to add. You can also type a keyword to search online for the video that best fits your document. To make your document look professionally produced, Word provides header, footer, cover page, and text box designs that complement each other. For example, you can add a matching cover page, header, and sidebar.
[bookmark: _Toc236217827]Research Sub-Domain 2
Video provides a powerful way to help you prove your point. When you click Online Video, you can paste in the embed code for the video you want to add. You can also type a keyword to search online for the video that best fits your document. To make your document look professionally produced, Word provides header, footer, cover page, and text box designs that complement each other. For example, you can add a matching cover page, header, and sidebar.
[bookmark: _Toc236217828]Description of Related Studies
After deliberating on doctoral education in Australia in the 1990s, one observer I Australia writes:
The lack of any significant formal course work within our Ph.D. and master degrees by research has continued for three decades. The focus of our Ph.D. research type degrees continues to be the research project, and this is almost the only medium by which education is accomplished.
(Stranks, 1984:171)

[bookmark: _Toc236217574]Table 2.4	Websites Used in Page Load Time Performance Measurement
	No.
	Website
	Load_Time_
Do53
	Load_Time_
DoH
	Load_Time_
DoT

	1
	google.com
	6.52372241
	5.76657
	1.746129

	2
	facebook.com
	6.769232035
	6.037921
	1.889754

	3
	a-msedge.net
	error
	error
	error

	4
	amazonaws.com
	error
	error
	error

	5
	microsoft.com
	12.87451482
	8.094802
	3.169137

	6
	apple.com
	6.525552034
	6.577236
	1.914404

	7
	googleapis.com
	5.535581112
	3.909283
	0.532147

	8
	youtube.com
	9.149753571
	9.07989
	4.391488

	9
	akamai.net
	error
	error
	error

	10
	akamaiedge.net
	error
	error
	error

	11
	twitter.com
	8.370261908
	7.812356
	3.367844

	12
	azure.com
	12.87863731
	9.497282
	4.342416

	13
	instagram.com
	6.890849352
	6.185796
	1.843929

	14
	gstatic.com
	5.531376123
	4.987698
	0.5599



[bookmark: _Toc236217829]Research Gaps
Video provides a powerful way to help you prove your point. When you click Online Video, you can paste in the embed code for the video you want to add. You can also type a keyword to search online for the video that best fits your document. To make your document look professionally produced, Word provides header, footer, cover page, and text box designs that complement each other. For example, you can add a matching cover page, header, and sidebar.
[bookmark: _Toc236217830]Proposed Solutions
Study of theory/algorithm/method that can contribute towards solving the problem, Justification of chosen theory/algorithm/method. Every sub-topic within the domain must have a review.
	

Where: y is xxx
            m is xxxFormula Declaration


            x is xxxx
            c is xxx

	(2.1)




To change the way a picture fits in your document, click it and a button for layout options appears next to it. When you work on a table, click where you want to add a row or a column, and then click the plus sign. Reading is easier, too, in the new Reading view. You can collapse parts of the document and focus on the text you want. If you need to stop reading before you reach the end, Word remembers where you left off - even on another device. Video provides a powerful way to help you prove your point. When you click Online Video, you can paste in the embed code for the video you want to add. You can also type a keyword to search online for the video that best fits your document. To make your document look professionally produced, Word provides header, footer, cover page, and text box designs that complement each other. For example, you can add a matching cover page, header, and sidebar.1) All chapters have Chapter Summary except the first and the last chapter. 
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[bookmark: _Toc2850712][bookmark: _Toc236217831]Chapter Summary
This chapter has provided a comprehensive literature review on the evolution, challenges, and advancements in the DNS security, with a particular emphasis on the recent developments in DoH and DoT. The review began with an introduction to the significance of DNS in the internet infrastructure and the rationale behind the evolution of secure DNS protocols. In the problem formulation section, the focus was on delineating the journey of DNS from a basic internet utility to a critical area of concern in terms of security vulnerabilities. The research domain was explored in depth, starting from the foundational understanding of DNS to the identification of its security vulnerabilities and the advent of secure DNS protocols.
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RESEARCH METHODOLOGY
[bookmark: _Toc2850714][bookmark: _Toc236217833]Introduction
On the Insert tab, the galleries include items that are designed to coordinate with the overall look of your document. You can use these galleries to insert tables, headers, footers, lists, cover pages, and other document building blocks. When you create pictures, charts, or diagrams, they also coordinate with your current document look. You can easily change the formatting of selected text in the document text by choosing a look for the selected text from the Quick Styles gallery on the Home tab.
[bookmark: _Toc236217834]Operational Framework/Research Workflow
On the Insert tab, the galleries include items that are designed to coordinate with the overall look of your document. You can use these galleries to insert tables, headers, footers, lists, cover pages, and other document building blocks. When you create pictures, charts, or diagrams, they also coordinate with your current document look. You can easily change the formatting of selected text in the document text by choosing a look for the selected text from the Quick Styles gallery on the Home tab.
The Research Workflow will be the following:
[image: A diagram of a process

Description automatically generated]
[bookmark: _Toc213230830][bookmark: _Toc236217579]Figure 3.1	Research Framework

[bookmark: _Toc169240711][bookmark: _Toc170997420][bookmark: _Toc213230789][bookmark: _Toc236217835]Phase 1: Review and Studies of Techniques and Characteristics
On the Insert tab, the galleries include items that are designed to coordinate with the overall look of your document. You can use these galleries to insert tables, headers, footers, lists, cover pages, and other document building blocks. When you create pictures, charts, or diagrams, they also coordinate with your current document look. You can easily change the formatting of selected text in the document text by choosing a look for the selected text from the Quick Styles gallery on the Home tab.
[bookmark: _Toc169240712][bookmark: _Toc170997421][bookmark: _Toc213230790][bookmark: _Toc236217836]Phase 2: Design, Develop and Experiment
On the Insert tab, the galleries include items that are designed to coordinate with the overall look of your document. You can use these galleries to insert tables, headers, footers, lists, cover pages, and other document building blocks. When you create pictures, charts, or diagrams, they also coordinate with your current document look. You can easily change the formatting of selected text in the document text by choosing a look for the selected text from the Quick Styles gallery on the Home tab.
[bookmark: _Toc169240713][bookmark: _Toc170997422][bookmark: _Toc213230791][bookmark: _Toc236217837]Phase 3: Data Collection
On the Insert tab, the galleries include items that are designed to coordinate with the overall look of your document. You can use these galleries to insert tables, headers, footers, lists, cover pages, and other document building blocks. When you create pictures, charts, or diagrams, they also coordinate with your current document look. You can easily change the formatting of selected text in the document text by choosing a look for the selected text from the Quick Styles gallery on the Home tab.
[bookmark: _Toc236217838]Justification
On the Insert tab, the galleries include items that are designed to coordinate with the overall look of your document. You can use these galleries to insert tables, headers, footers, lists, cover pages, and other document building blocks. When you create pictures, charts, or diagrams, they also coordinate with your current document look. You can easily change the formatting of selected text in the document text by choosing a look for the selected text from the Quick Styles gallery on the Home tab.
[bookmark: _Toc2850112][bookmark: _Toc236217839][bookmark: _Toc2850717]Performance Measurement
On the Insert tab, the galleries include items that are designed to coordinate with the overall look of your document. You can use these galleries to insert tables, headers, footers, lists, cover pages, and other document building blocks.
[bookmark: _Toc236217840]Experimental Tools
Video provides a powerful way to help you prove your point. When you click Online Video, you can paste in the embed code for the video you want to add. You can also type a keyword to search online for the video that best fits your document.
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