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1. INTRODUCTION 

Software reverse engineering is a field of knowledge where 

software is analyzed to gain understanding on the workings of the 

software. In case of malware, software reverse engineering can be 

used to analyze a malware sample, gaining knowledge on how 

malware propagates, its payload, and possible ways to detect future 

attacks by the same malware or it’s variant. 

 

This chapter will try to cover essential knowledge to get a head 

start in the field of malware reverse engineering. Starting from 

learning the essential knowledge needed to do malware reverse 

engineering, we will look into the tools and the processes involved 

in malware reverse engineering, plus some common tricks used by 

malware authors to foil reverse engineering attempts.  

2. ESSENTIAL KNOWLEDGE 

Malware reverse engineering is different from reverse engineering 

known software applications or software which is poorly 

documented in that we do not have any idea or very limited 

knowledge about how a particular malware operates. This is 
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because we only had the compiled version of a malware, in 

machine language. 

 

Humans are very bad with numbers and therefore, we will use 

tools to help us disassemble the machine language into a language 

that is closer to us, the assembly language. Assembly language is 

unique in that it has a close, one-to-one relationship with machine 

language [1]. We will be using tools to convert machine language 

into its assembly language representation in the process of reverse 

engineering. It is therefore imperative that one has a good grasp of 

assembly language understanding before jumping into reverse 

engineering. This chapter will cover basics of x86 assembly 

language. 

 

Besides knowledge on assembly language programming, one must 

also understand the target OS of the malware. Malware, like other 

software, are machine and operating system (OS) specific. A 

malware meant for Windows could not possibly run natively on a 

machine running Linux and vice versa. Being OS specific means 

that malware uses OS specific Application Programming Interface 

(API) and are compiled in a format, common for the target OS. 

 

Since this is only an introduction to malware reverse engineering, 

we will limits the scope of our discussion by choosing one specific 

OS type, the Windows operating system since it currently has the 

most number of malware (and variants) per OS compared to other 

operating systems. 

 

Windows malware are just like any other windows program. They 

use Windows Application Programming Interface (or Windows 

API) to manipulate resources on a windows system. Windows API 

can be used to do file operation, network communication (through 

Winsock or WinInet API), Graphical User Interface (GUI) 

interaction, process manipulation (e.g. creating new process, 

terminating process) and even manipulate an OS operation [2].  
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Executable files (EXE), like other file types (e.g. JPEG, BMP, 

WAV, MP3) have a well-defined structure describing various 

important details about the file. The format of executable files in 

Windows, the Portal Executable (PE) file tells a lot of important 

details about an executable file [3]. 

 

There are some very basic knowledge that one must have before 

diving into malware revere engineering. One must know: 

• Assembly language programming 

• Windows API 

• Executable file format (PE file format) 

 

 

 

2.1 Assembly Language 

 

Knowledge in assembly language programming is a must in 

malware reverse engineering because obviously, malware authors 

do not normally publish their source code and for that very reason, 

reverse engineering in done. Programs are executed in machine 

language and since there is a close correlation between machine 

code and assembly language [1], we can use tools like a debugger 

or a disassembler to translate the machine language into assembly 

(see Figure 1). 

 

 
 

Figure 1 Machine language (2
nd
 column) and their corresponding 

assembly instruction (3
rd
 column) as viewed inside a debugger. 
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Probably the most important assembly language to learn in 

malware reverse engineering is the x86 assembly language 

programming, due to widespread adoption of windows on the x86 

platform. Before going into x86 assembly, it is important that one 

have basic knowledge on x86 CPU architecture. 

 

2.1.1 x86 CPU architecture 

 

x86 is a big family of architecture with a lot of processors that 

could fit in from the early Intel 8086 (16-bit x86), Intel 80386 (32-

bit x86) to the modern era of Intel Pentium, Intel Core 2 Duo and 

Intel Core i5/i7. The architecture is also used in processors from 

AMD and VIA, like the AMD Athlon, AMD Phenom II and other 

newer processors. 

 

The architecture consist of several general purpose registers, stack 

registers, instruction pointers, and several special registers for 

storing CPU flags and other important information [4]. Depending 

on the type of CPU, there may be other special registers and 

operation code that supports specialized functions like 

multimedia/video processing (MMX, SSE) and CPU virtualization.  

 

Registers are memory, a special memory located inside the CPU 

which serve as a place to store data. By manipulating with data, a 

lot of things can be done. In order to do this, instructions must be 

fed to the CPU and we do this by using a language that it can 

comprehend, machine language. However, programming in 

machine language is very difficult and time consuming so 

assembly language has been invented to simplify this job. 

 

2.1.2 x86 Assembly language 

 

The x86 assembly language, like other assembly languages, have 

their own set of instructions. An x86 assembly instructions could 

contains an operation code (opcode) which determines what the 

CPU should do, and a set of operands, which act as a parameter to 
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the opcode that compliments certain CPU operation. Not all 

opcodes require operands but for those which did, it could contain 

one or more operands depending on the type of opcode used (see 

Table 1) [1]. 

 

Table 1 Assembly language opcode and operand 

 

Assembly 

Instruction 

Opcode Operand Description 

mov eax, 5  mov eax 

5 

Move 5 into the register 

EAX 

inc ecx inc ecx Incriment the value of 

ECX register 

nop nop  Do nothing 

 

 

Instructions in x86 is variable length, which means that some 

instructions could be one byte in length but some could be more 

than one byte. The length of the instructions is usually determined 

by the type of opcode and the size of the operands, which could be 

a byte, word, or double word [1]. 

 

One very important thing to note for x86 is that it uses little endian, 

which means that the least important byte is stored in the lowest 

address, contrary to the way we write numbers on paper (assuming 

that the lowest address stores the left most number) [4]. 

 

Programs coded x86 instructions are executed sequentially. 

However, the code execution can be controlled using jump 

instructions, interrupt, sysenter, or call instructions, which redirects 

code execution to some other memory address depending on the 

operands used in those instructions [1]. 
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2.2 Windows API 

 

The main source of reference for Windows API is the MSDN 

website. Window API contains a set of functions for manipulating 

with resources in a windows operating system [5]. Table 2 (below) 

lists some of the APIs in Windows API. 

 

Table 2 A subset of Windows API 
 

API 

category 

API Name API description 

 

File 

management 

CreateFile Used to create/open a file 

ReadFile Reads the content of a file 

SetFilePointer Moves the file pointer of the 

specified file 

WriteFile Write to file 

CopyFile 

 

Copies an existing file to a 

new file 

DeleteFile Deletes an existing file 

MoveFile Moves an existing file or a 

directory, including its 

children 

FindFirstFile Searches a directory for a file 

or subdirectory with a name 

that matches a specific name 

(or partial name if wildcards 

are used) 

FindNextFile Continues a file search from 

a previous call to the 

FindFirstFile or 

FindFirstFileEx function. 

GetFileSize Retrieves the size of the 

specified file, in bytes. 

LockFile Locks the specified file for 

exclusive access by the 

calling process 

 

Registry 

functions 

RegOpenKeyEx  Opens the specified registry 

key 

RegGetValue  Retrieves the type and data 

for the specified registry 

value 
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RegNotifyChangeKeyValue  Notifies the caller about 

changes to the attributes or 

contents of a specified 

registry key 

RegQueryInfoKey Retrieves information about 

the specified registry key 

RegSetKeyValue Sets the data for the specified 

value in the specified registry 

key and subkey 

 

Graphical User 

Interface 

MessageBox Displays a simple dialog box 

with a user defined message 

ChooseColor  Creates a Color dialog box 

that enables the user to select 

a color 

GetOpenFileName Creates an Open dialog box 

that lets the user specify the 

drive, directory, and the name 

of a file or set of files to open 

GetSaveFileName Creates a Save dialog box 

that lets the user specify the 

drive, directory, and name of 

a file to save 

CreateDialog Creates a modeless dialog 

box from a dialog box 

template resource 

CreateDialogParam  

 

 

Creates a modeless dialog 

box from a dialog box 

template resource. Before 

displaying the dialog box, the 

function passes an 

application-defined value to 

the dialog box procedure as 

the lParam parameter of the 

WM_INITDIALOG 

message. An application can 

use this value to initialize 

dialog box controls 

DialogBox  Creates a modal dialog box 

from a dialog box template 

resource. DialogBox does not 

return control until the 

specified callback function 

terminates the modal dialog 
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box by calling the EndDialog 

function 

DialogBoxParam Creates a modal dialog box 

from a dialog box template 

resource. Before displaying 

the dialog box, the function 

passes an application-defined 

value to the dialog box 

procedure as the lParam 

parameter of the 

WM_INITDIALOG 

message. An application can 

use this value to initialize 

dialog box controls 

GetDlgItemText Retrieves the title or text 

associated with a control in a 

dialog box 

SetDlgItemText Sets the title or text of a 

control in a dialog box 

 

Most of the APIs will be called using an indirect call instruction 

using stdcall calling convention, which push-es parameters from 

right to left before a call is made. The API (callee) will return 

control to the caller once all parameters have been pop-ed off the 

stack, contrary to cdecl where the caller will do the stack cleaning 

[5]. 

 

The table above only highlights some of the functions available in 

Windows API. Whenever a program that uses Windows API is 

loaded in memory, system modules (or Dynamic Link Library) 

will be loaded and the program will be linked to these modules. 

This could happen because the executable file for the program 

contains necessary information for windows to do all those things 

[3]. This information is organized according to certain format an in 

case of windows applications, one of the formats in use is the 

Portable Executable (PE) file format. 
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2.3 PE File Format 

 

One of the executable file format used in Windows is called the 

Portable Executable (PE) file, which is normally used by files with 

the extension .EXE, .DLL, .SCR, .CPL, and .SYS. The general structure 

of a PE file is as Figure 2. Basically, a PE file consist of an MS-DOS 

header, a PE header, a Section Header, and several Sections. The 

number of sections differs between PE files and is not fixed [3]. 

 

 

Figure 2 An overview of the PE file format. 

 

 

2.3.1  MS-DOS Header 

 

 MS-DOS header starts a PE file, and is actually there for 

backward compatibility with DOS environment. The header 

usually contains a small MS-DOS program (stub) which, when 

 

MS-DOS Header 

PE Header 

 

Section Header 

 

Section[0] 

 

..... 

Section[n] 

 
*The number of sections is defined in the Section Header 

Sections* 
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executed in a DOS environment, will usually display the string 

“This program cannot be run in DOS mode”. The stub can be 

modified to contain other MS-DOS program by adding certain 

parameter switches to the linker that generates the program [3]. 

 

2.3.2  PE Header 

 

 The PE header is the actual start of the PE file. It is here 

that all important information about a particular PE file is stored. 

Among the information that is stored in here is the entry point of 

the application (memory address in which the program starts its 

execution), the DLLs used by the application, imported and 

exported symbols, pointer to resource information and many more 

[3].  

 

2.3.3  Section Header 

 

 Section Header contains information about the sections in a 

PE file. It contains section names, the start address and the size of 

each section, and the characteristics of each section. The 

characteristics of each sections differs depending on the role of 

each section [3]. A section marked as containing executable code 

will usually be set as having code, read only and executable, while 

a section marked as containing data is usually marked as 

containing data with read and write access. 

  

2.3.4  Sections 

 

 The section contains the actual code or data that will be 

used by an application. Normally, an application will contain at 

least a code section marked as “.text” or “CODE”, and several data 

sections like “.data” or “DATA” for initialized data and “.bss” for 

uninitialized data. A resource section “.rsrc” will be available if the 

file contains resource information like version information, string 

tables, icons, bitmaps, dialog boxes and manifest files [3]. 
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3. TOOLS 

Tools for reverse engineering are no different than tools for 

analyzing a software bug. Disassembler, Debuggers, Resource 

editors, Hex Editors and Virtual Machines are among the essential 

arsenal of tools for a malware reverse engineer. It must be noted 

that these tools merely serve as an aid to the reverse engineering 

process and it is up to the user to interpret output of these tools in 

order to comprehend the things that are happening in a software. 

 

3.1 Disassembler 

 

Like the name implied, a disassembler is a program that 

disassembles a program in machine language into assembly 

language. Disassembler is used for static analysis of malware 

samples because a disassembler simply provide an analysis of a 

file, without loading it into memory for execution like debuggers 

do. This tool is great for studying the behavior of an executable file, 

especially malware since analysis can be done without running the 

file. However, disassembler may have difficulties in analyzing 

compressed or packed executable files due its nature of hiding the 

original executable code. 

 

There are a lot of disassemblers available for reverse engineering. 

The choice of a disassembler is subjective and depends on your 

need and preferences. Some disassembler (like IDA Pro) provides 

a lot of options that it became hard to use or master, especially for 

beginners [6]. 

 

3.1.1 IDA Pro 

 

IDA Pro (see Figure 3), a product by Hex-Rays, is actually a 

disassembler and a debugger. It is well-known for its list of 

features and great analysis engine. IDA Pro are currently available 

in version 6.1 (commercial) and 5.0 (freeware) [6]. 
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Figure 3 IDA Pro in action [6] 

 

 

3.1.2 PE Explorer Disassembler 

 

PE Explorer Disassembler (see Figure 4) is actually part of a 

product suite called PE Explorer which is a tool for manipulating 

PE files. The product is from a company called Heaventools 

Software, available as a commercial product and a 30-day trial. It 

is now available in version 1.99 R6 [7].  
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Figure 4 PE Explorer Disassembler [7] 

 

 

3.2 Debugger 

 

A debugger is similar to a disassembler except that you can run an 

executable file through it and see the changes it made to various 

register value. You execute the assembly code one instruction at a 

time (step-into), one instruction at a time treating calls as a single 

instruction (step-over), or just a normal run. One big advantage of 

a debugger compared to a disassembler is that it can process 

complex code which includes compressed, packed or even 

obfuscated code. 

 

3.2.1 IDA Pro 

 

Besides a good disassembler, IDA Pro is also capable of 

debugging [6].  
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3.2.2 OllyDbg 

 

OllyDbg (see Figure 5) is a freeware user mode debugger by Oleh 

Yuschuk with a lot of features like code analysis, conditional trace 

and even has support for plugins to extend its functionality. 

Current it is in version 1.10 (stable) with version 2.01 alpha 3 

available for testing [8]. 

 

 
 

Figure 5 OllyDbg during a debugging session 

 

 

3.2.3 Immunity Debugger 

 

Immunity Debugger (see Figure 6) is actually a spawn from 

OllyDbg with support for python scripting. It is currently 

maintained by a company called Immunity Inc [9]. 
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Figure 6 Immunity Debugger in action. 

 

 

3.2.4 WinDbg 

 

WinDbg or Windows Debugger (see Figure 7) is a powerfull 

debugger from Microsoft which supports both user mode and 

kernel mode debugging. The tool is free to download from 

Microsoft’s website in a package called ‘Debugging tools for 

windows’. The latest version of the tool currently is 6.12.0002.633 

[10]. 
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Figure 7 WinDbg user interface 

 

 

3.3 Virtual Machines 

 

Virtual Machines or VM is a technology that enables virtualization 

of computing resources. VM is used in malware reverse 

engineering to prevent any adverse effects that might happen if a 

malware is run. Any damage that is done inside a VM remains 

there and does not affect its host operating system. 

 

3.3.1 VirtualBox 

 

VirtualBox is a free x86 hardware virtualizer from Oracle. It is 

currently in version 4.0.12 and has an interesting feature called 

‘snapshot’ where one can save a machine state, and later revert to 

it if anything goes wrong with the current state [11]. Figure 8 show 

a screenshot of VirtualBox. 
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Figure 8 VirtualBox screenshot [11]. 

 

 

3.3.1 VMware Player 

 

VMware Player is another free virtualization software that supports 

x86 virtualization. The product however, does not have the 

‘snapshot’ feature as VirtualBox has but it has good out-of-the-box 

support for seamless integration with the host operating system 

[12]. Figure 9 shows the latest version of VMware player, version 

3.1.4. 
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Figure 9 VMware Player version 3.1.4 

4. REVERSE ENGINEERING PROCESS 

Start with static analysis using disassemblers to study the workings 

of the malware. Try to comprehend what an application is trying to 

do by studying the assembly code provided by static analysis tools 

like IDA. Look at references to string data and try to relate the 

references to the assembly code, finding any meaning to the 

currently studied block of code. 

 

If the malware is packed or encrypted, you can try doing dynamic 

analysis by loading up the malware inside a debugger. It is 
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recommended that you run this inside a VM environment so as to 

not damage your host operating system. 

 

Try to trace or step until you reach a point where the packed code 

has been unpacked. This usually happens after the malware has 

loaded several dynamic link libraries (DLLs) and will usually be 

preceded with a near jump instruction (a 5 byte JMP instruction) or 

a push-return instruction combo. 

 

Watch out for any anti-reverse engineering tricks that might be in 

place. The next section will give a brief introduction to some of 

these tricks. For further reading, it is recommended that you study 

[15] for a quick start. 

 

Reverse engineering takes time and a lot of practice to get used to 

it. From time to time, you will know how to automate things and 

learn where to look for information, in order to analyze the 

behavior of a malware. 

5. COMMON ANTI REVERSE ENGINEERING TRICKS 

Malware authors know that the easier a security researcher can 

analyze a malware, the shorter the lifespan of a malware will be. 

This is why they use anti reverse engineering tricks like code 

obfuscation, self-modifying code, anti-debugging, anti-VM and 

packers to protect their code from easy reverse engineering [13]. 

 

5.1 Code obfuscation 

 

Code obfuscation is a technique that involves creating code that 

aims to confuse reverse engineers. This is achieved by adding a lot 

of code that basically does nothing or expanding a code to do 

things indirectly [13]. Table 3 shows an example of obfuscated 
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code. The code on the left and right are equivalent but the 

obfuscated one is hard to understand compared to the normal one. 

 

Table 3 Normal code versus Obfuscated code 

 

Normal code Obfuscated code 

mov eax, 5 xor ecx, ecx 

xor eax, eax 

inc eax 

xor ecx, eax 

shl ecx, 2 

or eax, ecx 

 

5.2 Self-modifying code 

 

Self-modifying code (SMC), like code obfuscation, also aims to 

hide the original program logic of a program, but in a rather 

aggressive manner. Executable code (machine code) is changed 

during execution to thwart static analysis of a program. Programs 

with SMC usually have a writable code section and contain code 

that writes to memory marked as executable. The best way to 

handle SMC is by doing dynamic analysis, using a debugger [13]. 

 

5.3 Anti-Debugging  

 

Debugger is a common tool used for reverse engineering. 

Therefore, one way to hinder reverse engineering is by detecting 

the presence of debuggers and this is how anti-debugging code 

works. One way to do anti-debugging is to call a Windows API, 

IsDebuggerPresent which will return TRUE if a debugger is 

present. Malware can use this technique to change their behavior in 

the presence of a debugger [13].  
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5.4 Anti-VM  

 

The goal of Anti-VM codes is to detect if a program is running 

under a Virtual Machine. Normally, programs with anti-VM code 

will modify their behavior in the presence on a VM and thus, 

hiding their true behavior [14]. Below is a sample anti-VM code 

(see Figure 10). 

 

 
 

Figure 10 Anti-VM inside Alpha Antivirus (Fake Anti Virus)[14] 

 

 

5.5 Packer 

 

Packer is a tool that compresses or encrypts executable code of an 

application, hiding the original code from static analysis. Packed 

executable code will be unpacked in memory by an unpacker stub 

during execution, after which control will be transferred to the 

actual unpacked code. Some packers even include anti-debugging 

code as an added feature to hinder software reverse engineering 

[13]. An example of an executable packer is UPX. 

6. CONCLUSION 

This chapter has outlined the basic knowledge needed to get a start 

in malware reverse engineering. It is not meant to be a 

comprehensive manual for malware reverse engineering. There is a 

lot more to learn, especially in the field of anti reverse engineering 

in order for one to be serious in malware reverse engineering.  
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